IP priset 2011
Vem, DNSEC och IPv6

Tobbe EKIOv — torbjorn.eklov@interlan.se
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Historik

1986-1987 Elektromontage
1987-1989 HIGS

Owell 1989

1991 — IP pad Ig.se

\\ . .- n
Jag brukar anvanda de har adresserna

1992 — Adelreformen
Sune — 192.71.65.1

1996 (?) WM-data koper Owell
1997 Interlan grundas



Historik

1997 — Hjalper Sandnet igang
2001 — RIPE-kurs i Kbpenhamn
2001 — AS-path prepend

2003 — Tittar pa v6 forsta gangen
2007 - .SE borjar med DNSSEC

2007 — Signerar gavle.se och ockelbo.se
v6 pa DNS och MX

2008-2009 kommuner och myndighetermed....

2009 — Interlans webbhotell + kontor ar v6
och DNSSEC'at



IPv6 och DNSSEC

Tankte inte prata s mycket om varfor utan
mer om status och problem som finns och
som kommer att uppstd

Och mest ur ett foretags/
myndighetsperspektiv



IPv6 och DNSSEC

Varken DNSSEC eller IPv6 ar dyrt eller
svart att komma igang med!

Om man anvander ratt kompetens dvs....



Sverige ska verka for ett tillgdngligt, op-
pet och robust internet i Sverige och globalt.
For att t4 en sdkrare kommunikation for
myndigheter behdvs underlag till en in-
ternetspecifikation som kan anvindas vid
myndigheters upphandling av internetan-
slutning. Senast 2013 ska det didrf6r finnas
. en gemensam internetspecifikation med
olika-robust- och sidkerhetskrav (typfa

amtagen f6r myndigheter. Dessutom bo
~ \alla myndigheter senast 2013 anvinda sig
-+ awDNSSEC och vara nibara med IPv6.
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Varfor DNSSEC?

The Kaminsky bug

What is the Kaminsky bug?

In the summer of 2008, researcher Dan Kaminsky discovered how flaws in the Internet’s
Domain Name System, DNS, can be exploited for an attack. Through the so-called
Kaminsky bug an attacker can, by simple means, trick Internet users by temporarily taking
over a domain name and redirecting queries to another server.

This method can simplify so-called “phishing”, when users believe that they are
communicating with for example their online bank, but are actually being tricked into
sending sensitive information such as account numbers and passwords to the attacker’s
server.

The film here shows how an attack is carried out technically. With software that has been
upgraded the attack is more difficult to carry out, but is still feasible. The long-term solution
is to use the security extensions to DNS called DNSSEC.

http://www.youtube.com/watch?v=29IhLOhnclY
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Varfor DNSSEC?

OTET Sakerhetsexperter domer ut hela systemet for sakra
webbplatser, sedan hundratals forfalskade certifikat spridits den
senaste veckan. "Det har forutspadde vi redan for 15 ar sedan",
sager Anne-Marie Eklund Lowinder pa Punkt SE.

Ett hanglas i webblasaren betyder inte |Iangre att du besdker en webbplats via en séker
forbindelse.

Flera hundra valkédnda webbplatsers sakerhet ifragasatts efter ett intrang mot
sakerhetsforetaget Diginotar. Efter attacken spreds forfalskade certifikat som anvands
som garantier for att webbplatserna ar akta. Flera av de stulna certifikaten galler
google.com, och i veckan har Google tvingats meddela 300 000 Gmailanvandare att
nagon kan ha brutit sig in i deras e-postkonton.

Att certifikat forfalskas sanker fortroendet fér hela systemet.

— Infrastrukturen ar inte tillrackligt bra. Tyvarr, det har ar inte alls ovantat, sdger Anne-
Marie Eklund Lowinder, informationssakerhetsansvarig pa Punkt SE och en av Sveriges
framsta sakerhetsexperter.

* | interlan
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Varfor DNSSEC?

DNS ar som protokoll osakert

DNSSEC gor att svaren valideras av
tredjepart

.SE igang sedan 2007
Roten signerad sedan sommaren 2010

For forsta gangen i Internets historia har vi
en global PKI-infrastruktur



DAN E “ DNS-based Authentication of Named Entities

Efter certifikatattackerna — vart ar SSL pa vag?

Publicerad den 15 september 2011 kl. 13:09 av Patrik Wallstrom

. Efter den senaste tidens attacker mot certifikatutfardare, férst mot

~ % Comodo i mars 2011, och nu senast mot Diginotar fér ett par veckor
sedan, sa kan det vara vart att fundera pa hur mycket vi kan lita pa hela
SSL-systemet, och vad man kan goéra at problemen.
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Hur valjer jag DNS-
operator?
Om du kor sjalv => bra registrar

IPv6 glue
DNSSEC med valfria DNS'er

Vid manga domaner ar ett API bra

Extern DNS-operator => Minst tva DNS'er i
Sverige — v6 och DNSSEC



DNS1.EASYDNS.COM DNS2.EASYDNS.NET

¥IPv6 enabled (Deployed via Prolexic as follows:)
¢ Ashburn o Miami
¢ Chicago ¢ Phoenix
R « London, UK
¢ Amsterdam  Hong Kong
¢ Tokyo
DNS3.EASYDNS.CA DNS3.EASYDNS.ORG
vIPv6 enabled YIPv6 enabled
(DNS Hosting level domains use (DNS Pro and Enterprise DNS
DNS1, DNS2 & this one) use this one. This nameserver
includes all the dns3.easydns.ca
o Seattle nodes plus:)
* Chicago * Palo Alto
¢ Washington ¢ Paris
* Singapore ¢ Hong Kong
* Frankfurt ¢ London
* Los Angeles

DNS4.EASYDNS.INFO

vIPv6 enabled

(Included at Enterprise DNS
level)

¢ San Francisco

¢ Chicago

* Washington
¢ London

¢ Amsterdam
.




Signering <~ Validering
Utan validering ar signering onodig

Microsoft server 2008 R2 kan DNSSEC pa
papperet men inte i praktiken

Nasta version ska bli battre

Validering idag => IPAM-system, Linux/
*BSD resolvrar med stub-zone mot AD



Problem

God morgon,
o Har nic-se hittat pa na extra javelskap vid nyckelbytet i natt?
5 e Helt plétsligt s upphdrde alla uppslag mot .se-doméner?!?!
Nycklar har val dom bytt férr och det har aldrig varit nagra problem.
Atminstone har jag aldrig behévt géra nagot.

: z : Nu har jag slagit av "dnssec-validation® sa att vi atminstone har fungerande
O-O-O DNS:er.
T ee Vad férvantar sig dom déar figurerna att jag skall géra den har gangen som
"  jaginte gjort sedan vi bérjade i juni 2010?77
'8 0. ST interlan



Problem — jag kan

. Testet innehdll fel

monsteras.se, 2012-01-12 06:20:48
Testet utfordes med DNSCheck v1.2.4

sjalv

o Forenklat resultat EEUEECIEGTIER
© Delegering

© DNS-server =

¢ DNS-server nsO1.monsteras.se
e DNS-server nsO2.monsteras.se

© Konsekvent uppsattning
© SOA
© Konnektivitet

@ DNSSEC v

S , Hittade ej tillrackligt med godkanda signaturer Gver SOA RRset hittade for
) monsteras.se.

) Lank till det har testresultatet:
L & 4 http: //dnscheck.iis.se/?time=1326345648&id=2120325&view=basic&test=standard

Rl

e 2012-01-12 08:03:33
® 2012-01-12 06:20:48
e 2012-01-11 14:06:11
e 2011-12-21 22:33:32
e 2011-12-21 22:23:21
e 2011-12-21 22:05:11
e 2011-12-21 21:58:47
® 2011-12-21 21:48:19
® 2011-12-21 21:12:49
e 2011-12-21 12:18:16

Sida 1/15 LA

@ Testet var ok
Testet inneholl varningar
@ Testet inneholl fel

interlan
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hd
Problem
* Vi validerar DNSSEC =>

r Torbjorn Eklov Ny kommun, nagon som kanner nagon pa Monsteras kommun, deras
"ﬁﬁ #DNSSEC ar trasig... http://bit.ly/zpQFN6

ND LONGER
npn’.j:ﬂM‘

bit.ly bitly

To webmaster@monsteras.se, drift@monsteras.se

Add Cc Add Bec

Subject  Trasig DNSSEC
Attach a file Insert: Invitation

B 7 U T-+T- A-T- @ e2 i= i=

il
[l

= Iy «Plain Text

Hej, jag maste maila fran Gmail da vi validerar DNSSEC, er DNSSEC &r trasig sa ni ar onabara fran manga stéllen for tillfallet.

[Tobbe
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Testa din DNS-server och upptack fel

AR,
LEEN T soderhamin.se ] v

Ange ditt domannamn ovan for att testa dess DNS-servrar.

e

Testet inneholl fel

. soderhamn.se, 2012-01-19 07:50:43
Testet utfordes med DNSCheck v1.2.4

I Forenklat resultat EENEUTEIEIRENTIE [ Tiaisaretest

ii) O (] De[eger]ng ® 2012-01-19 07:50:43
e 2012-01-19 07:30:39
) o Extra DNS-server listad hos foralder: ns1.ascio.net 4 e 2012-01-19 07:21:56
e Extra DNS-server listad hos foralder: ns4.ascio.net « © 2012-01-18 23:19:30
" e 2012-01-18 20:43:14

Ingen likhet mellan foralderns och barnets glue. T
° g g e 2012-01-18 20:32:02
© DNS-server = ® 2012-01-18 20:02:14
e 2012-01-18 19:51:45
e DNS-server a4.nstld.com e 2012-01-18 19:12:19

e DNS-server f4.nstld.com ® 2012-01-18 18:50:55

* DNS-server g4.nstld.com
e DNS-server |4.nstld.com Sida 1/8 b|IM

@ Konsekvent uppsattning

© SOA [ POFRIAFIHS

@ Testet var ok

© Konnektivitet @ Testet inneholl varningar
@ Testet inneholl fel
@ DNSSEC @ Testet utfordes inte

Lank till det har testresultatet: '
http://dnscheck.iis.se/?time=1326955843&id=2129877&view=basicttest=standard




www.kommunermeddnssec.se

arvidsjaur.se arvika.se _ avesta.se

= s -
bollebygd.se . _ borlange.se _
boxholm.se _ bracke.se _
« odase ekero.se _ emmaboda.se  enkoping.se
e I === | EeE | e
falkoping.se _— finspong.se flen.se
o N W -+ e

O haninge.se « heperanda.se heby.se _ helsingborg.se
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Registrarer

aname.net

domaininfo.com

euroitsolutions.se

groth.se

internet.se

itkoncept.se

+ |eissner.se levonline.com
melbourneitcbs.com natdesign.m.se
nordreg.se oderland.com

premiumregistrations.se  proteamity.se

smelink.se softnetwork.se

standardbolaginternet.se sveabyran.se

B e
s s

ballou.se

bluerange.se

communigue.se crossnet.se

forss.se 4 frobbit.se

e e o

internetsrs.com « intron.net iten.se

Q
w
o

jamtport.se

patrafee.com

quicknet.se rackfish.com

solidparkductus.se _ space2u.com

svenskaexportmedia.com swip.net

webbnamn.nu

wk.se wopsa.se
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Ar det nd drag i DNSSEC
da?

DNSSEC-domaner senaste 90 dagarna
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Finns det fler an .SE som gor det?

8 O O (") TLD with DNSSEC x W

€« C  © www.tldwithdnssec.se w5

TLD with DNSSEC

warw 550050 just izt TLD'= wha have signed the TLD and if they have published DS in the rost
Cantact: kabbo (af inferlan purkt s
Same [z

dribuds Saphan L halm and Jakob Schiyter
TLD Key Algo f:"; DS Algo Denial
AC. RSASHAINSEC32048  SHAISHA2  NSEC3105021d
AG. RSASHAINSEC32048  SHAISHA2 NSEC3 10 1 d399eaab
AM. RSASHAINSEC32048  SHA2 NSEC3 10 10 76931f
ARPA, RSASHA256 2048 SHAISHA2  NSEC
ASIA. RSASHAINSEC32048  SHAISHA2 NSEC310 1 d39eaab
AT, RSASHA2S6 2048 ROLUIN'  NSEC3 105 4a9fBb7e2671561
BE. RSASHA256 2048 SHAISHA2 NSEC3 105 1ade9bbe
BG. RSASHA1 409 SHAISHA2 NSEC
BIZ. RSASHA256 2048 SHAISHA2 NSEC
BR. RSASHA1 1280  SHA1 NSEC
BZ. RSASHAINSEC32048  SHAISHA2  NSEC310 1 d399eaab
CAT. RSASHA512 2048  SHA2 NSEC3 1 0 12 ae7a5f02adac6f45
CH. RSASHAINSEC3 1024  SHA2 NSEC3 102 fed8
cL. RSASHA256 2048  SHA2 NSEC3 102
el a45fB0464bbacfba483973a43b8f78ch
co. RSASHA256 2048 SHAISHA2  NSEC
coMm. RSASHA256 2048  SHA2 NSEC3100-
cz. RSASHAS512 2048  SHA2 NSEC3 10 10 04a65146089adc2a
DE. RSASHA256 2048  SHA2 NSEC3 10 15 baSebat1
DK. RSASHA256 2048  SHA2 NSEC3 10 17 d625994124118204
EDU. RSASHA256 2048  SHA2 NSEC3100-
EU. RSASHAINSEC32048  SHAISHA2  NSEC3 10 15catable
FL RSASHA256 2048  SHA2 NSEC3 10 5 d9945ce53b53a52d
FR. RSASHA256 2048  SHA2 NSEC3 10 1 badfel1a
Gl. RSASHAINSEC32048  SHAISHA2  NSEC310 1 d399eaab
GL RSASHA256 2048  SHA2 NSEC3 10 10 6132
Gov. RSASHAINSEC32048  SHAISHA2  NSEC3 10 8 4c4493480243
GR. RSASHAINSEC32048  SHA2 NSEC3 10 10 beef
HN. RSASHAINSEC32048  SHAISHA2 NSEC3 10 1 d399eaab
N RSASHAINSEC32048  SHAISHA2 NSEC310 1 d399eaab
INFO. RSASHAINSEC32048  SHAISHA2 NSEC3 10 1 d399eaab
0. RSASHAINSEC32048  SHAISHA2  NSEC3105021d
9P RSASHA256 2048 SHAISHA2 NSEC3 108 731ea38¢88
KG. RSASHA1 1024 SHAISHA2 NSEC
KR. RSASHAINSEC32048  SHA2 NSEC3 10 10 962920
A RSASHAINSEC32048  SHAISHA2  NSEC3 10 150 46294223
Lc. RSASHAINSEC32048  SHAISHA2  NSEC3 10 1 d399eaab
n RSASHAINSEC3 1024  SHA2 NSEC3 1024433
K RSASHA1 2048 SHAISHAZ  NSEC
m RSASHA256 2048  SHA2 NSEC3 10 3 e780d40a
ME. RSASHAINSEC32048  SHAISHA2  NSEC310 1 d399eaab
NOT-IN-
ML RSASHA256 2048 NOL NSEC3 10 10 fdee
MM, RSASHA256 2048  SHAI NSEC
MN, RSASHAINSEC32048  SHAISHA2  NSEC310 1 d399eaab
MUSEUM. RSASHA512 2048  SHA2 NSEC3 10 12 3b616ccefods6adc °
My, RSASHA256 2048 SHAISHA2 NSEC310 10297693
o el me swme interlan
NC. RSASHA256 2048  SHA2 NSEC3 10 10 140238c4 '
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- @-O-O-0-0-0O

Testet inneholl fel

. stockholm.se, 2012-01-23 21:25:07
Testet utfordes med DNSCheck v1.2.4

I Forenklat resultat BACUEAGIHSIILE “‘m

© Delegering

@ DNS-server -

e DNS-server ns1.stockholm.se

Kunde inte hitta baklangesadress for 2a03:¢780:12:2400:0:0:0:10
(0.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.4.2.2.1.0.0.0.8.7.c.3.0.a.2.ip6.arpa.).

DNS-servern ns1.stockholm.se (2a03:¢780:12:2400:0:0:0:10) svarar inte pa
anrop via UDP.

DNS-servern ns1.stockholm.se (2a03:¢780:12:2400:0:0:0:10) svarar inte pa
anrop via TCP.

o]

* DNS-server ns2.stockholm.se

Kunde inte hitta baklangesadress for 2a03:¢780:13:2400:0:0:0:10
* (0.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.4.2.3.1.0.0.0.8.7.c.3.0.a.2.ip6.arpa.).

© Konsekvent uppsattning

C‘ SOA v

Kunde inte hitta baklangesadress for 2a03:¢780:12:2400:0:0:0:10
* (0.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.4.2.2.1.0.0.0.8.7.c.3.0.a.2.ip6.arpa.).

© Konnektivitet

e 2012-01-23 21:25:07
e 2011-10-06 13:24:36
e 2011-10-03 14:18:16
e 2011-09-26 09:41:48
e 2011-09-23 14:39:51
e 2011-09-23 13:49:36
e 2011-09-23 13:20:29
e 2011-09-23 12:19:11
e 2011-09-23 12:04:59
® 2011-09-23 10:48:57

Sida 1/12 )

@ Testet var ok

@ Testet inneholl varningar
@ Testet inneholl fel

@ Testet utfordes inte



tockholm. se, 3575 IN S0A nsl.stockholm,.se., hostmaster., N |
“ﬂlﬂﬂlhffl ; serial
l44UU ; refresh (4 hours)
: retry (1 hour)
expire (1 week)
minimum (1 hour)

;5 ANSWER SECTION:
stockholm, 3600 \ S 1S s
tockholm,. se 3600 \ NS 52 . |”1m =

e,
SE

3 ADDITIONAL SECTION:
ns l stockholm.se,

ANSWER SECTION:
stockholm. se, 330 \ X 10 mail.messaging.microsoft.com.

ADDITIONAL SECTION:
mail.messaging.microsoft.com,.

mail.me: ging.microsoft,.com.

N ':ﬂ

£213.199.186.158
150,22

w oW




Problem

Outsourcing
Konsulter
Operatorer
Strutsar
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Varfor IPv6?

The 5th Wave
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THE FUTURE IS FOREVER
6 JUNE 2012

~1~r Intarne COI S PN "--~-'_"-' N e et ~rlirmey am mmarnt e oo . p—— ~N AATIMANIAS M I~
Maior Internet service providers (ISPs), home networking equipment manufacturers, and web companies around the

world are coming together to permanently enable IPv6 for their products and services by 6 June 2012.

Organized by tl
World IPv6 Launch represents a major mi

Protocol, IPv4, IPv6 is critical to the Internet's continued growth as a platform for innovation and economic development.
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69,8%
4,835,049,149
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2,095,006,005
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e he world majority still needs an IP address
'O ..and clean water, vaccinations etc... Europe

Oceania

Africa

Asia
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Varfor IPv6 ?

Topp 10 som gor IPv6 "battre' an IPv4

Storre adressrymd

Battre end-to-end connectivity
Autokonfigurering av adresser

Enklare header

Battre sakerhet (IPSEC — ESP, AH)

Battre quality of services

Battre multicast och anycast funktionalitet
Mobila funktioner

Enklare administration

Enkel dvergang fran IPv4



Why IPV6 ?

Top 10 som gor IPv6 'battre’ an IPv4

Yo d “ Storre adressrymd
J Battre end-to-end connectivity
x Autokonfigurering av adresser

Lo Enklare header
TIL Battre sakerhet (IPSEC — ESP, AH)

$ 00 Bittre quality of services

NN /]\ mm L] -
Lo Battre multicast och anycast funktioner
LT o . .
oY Mobila funktioner

OO S :

‘oo dA x Enklare administration

pls :7 tT/ - um o o

o X Enkel évergang fran IPv4
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Problem kommer att uppsta

Kanda problem med IPv6

Vad ser vi for risker med Ipv6? En risk ar att man stélls infér en ny teknik och att man inte riktigt vet
vad som kan handa vid inférandet for att man saknar praktisk erfarenhet. Kanda problem som t.ex.
tunnlar som automatkonfigureras och trafik som gdr andra végar dn vad som ar tankt ar bara
exempel pa problem man kan ténkas stallas infor.

Vi har pratat med kollegor i branschen som har haft problem vid anvandning av Teredo tunnlar.
Kollegorna har beskrivit hur plétsligt foretagets lokala natverk stannade upp och blev I&ngsamt. Alla
inblandade var tekniskt intresserade och laborerade pa sin fritid hemma med IPv6 for att ldra sig att
forstald vilka problem man kan tankas stallas infér. Nar dessa inblandade anvande sina barbara
datorer hemma och pé kontoret med IPv6 konfigurerat sal] b6rjade datorerna som var anslutna pa
kontoret att automatiskt konfigurera sig och hitta en Teredo tunnel hem till en av medarbetarnas
hemmaserver som satt kopplad pa en ldngsam DSL forbindelse som darmed blev default gateway for
hela kontoret.

Men INTE det som beskrivs ovan!!!!



IPv6ready.org

Details of Logo 02-C-000430

TOP > 02-C-000430

IN-2-C-20091202-000118

Management Application Form Extended Test Categories

Logo ID 02-C-000430

Approved Date 2010/01/22

Application ID IN-2-C-20091202-000118
Applied Date 2009/12/02

Usage Agreement Agreed

OEM Licensor's Logo ID | -

Note -

Management Application Form Extended Test Categories

Target Information | Application Phase

Phase-2

Test Category

Core Protocols

Vendor Name

Elitecore Technologies Ltd.

Country

IN

Product Name

Cyberoam UTM Appliances

Product Version

10_00_0045

Product Classification

Router

interlan
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i Worldwide « Partner

Cyberoam Securing You

Solutions Products Partners Training & Events Support Company

Home > Products > IPv6 Ready

IPv6 Ready

Ready for the new Internet @

Cyberoam is “IPv6 Ready” Gold logo certified, making it future-ready when the current IPv4 Internet
addressing system moves to IPv6 to meet the high demand for IP addresses.

Cyberoam supports organizations’ preparedness for the transition, with its IPv6-ready security solutions.

« Cyberoam has been certified with *IPv6 Ready” Gold logo by the IPv6 Forum.

« The Gold logo assures organizations of a smooth transition to IPv6 with Cyberoam’s ability to identify and
process IPV6 traffic.

« Cyberoam’s Gold logo is a result of 3000+ rigorous test cases which are part of an International Testing
Program by the IPv6 Forum.

£,
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Some interesting aspects of IPv6 security

m There is much less experience with IPv6 than with IPv4
IPv6 implementations are less mature than their IPv4 counterparts

m Security products (firewalls, NIDS, etc.) have less support for IPv6 than for
IPv4

m  The complexity of the resulting network will increase during the
transition/co-existance period:
Two internetworking protocols (IPv4 and IPv6)
Increased use of NATs
Increased use of tunnels
Use of other transition/co-existance technologies

m Lack of well-trained human resources

...and even then, in many cases IPv6 will be the only option to remain in this
business

0 N Tack - Fernando Gont interlan'



Ett problem

Sk. 192.168.1.0-konsulter
Har gjort nastan samma installation hela
arbetslivet

Med IPv6 kommer det in mer komplexitet
da alla adresser ar globala och t.ex kan
omnumrering ske nar som helst om t.ex
prefix delegation/6RD anvands



IPv6 var ju inte sakrare....



Autoconfiguration IPv4 x IPv6
* |IPv4 — DHCP, ARP

No. |Source | Destination | Protocol| Info
2 192.168.0.1 192.168.0.20 DHCP DHCP Offer - Transaction ID 0Ox7dShd263
30.0.0.0 255.255. 255. 255 DHCP DHCP Request - Transaction ID Ox7dSbd263
4 192.168.0.1 192.168.0.20 DHCP DHCP ACK - Transaction ID 0Ox7dShd263
5 00:0c:29:7c:39:92 00:0c:29:4b:d6:e3 ARP Who has 192.168.0.207 Tell 192.168.0.1
6 00:0c:29:4b:d6:e3 00:0c:29:7c:39:92 ARP 192.168.0.20 1s at 00:0c:29:4b:d6:e3
7 192.168.0.20 147.229.94.185 TCP 53503 > 80 [SYN] Seq=0 Win=14600 Len=0 MSS=1460 SACK_PERM=1 TSval=24646422 TSecr=0 WS=64
8 147.229.94.185 192.168.0.20 TCP 80 > 53503 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM=1 TSval=7777286 TSec|

o |Pvb

— DAD, RS/RA, DHCPv6, MLDv2, ND

No. |Source | Destination | Protocol| Info
7 383 ffo2::1:ff4b:d6e3 ICMPv6  Neighbor Solicitation for fe80::20c:29ff:fedb:d6e3
3 feB80: :20c:29ff:fedb:d6e3 ffo2::2 ICMPv6  Router Solicitation from 00:0c:29:4b:d6:e3
4 feg80::a:39 ffo2::1 ICMPv6  Router Advertisement from 00:0c:29:7c:39:92
5 fe80::20c:29ff:fedb:d6e3 ff02::1:2 DHCPvE Solicit XID: 0x8d6417 CID: 000100011550b198000c294bd6e3
6 fe80: :20c:29ff: fe7c:3992 fe80::20c:29ff:fedb:d6e3 DHCPvE  Advertise XID: 0x8d6417 IAA: fd0O:bobO:bebe::f8ca:5391:b4b0:5ec2 CID: 000100011550b19800
7 fe80::20c:29ff:fedb:d6e3 ff02::1:2 DHCPv6  Request XID: Oxad993c CID: 000100011550b198000c294bd6e3 IAA: fdOO:b0ObO:bebe: :f8ca:5391:b4
8 feB80::20c:29ff:fe7c:3992 fe80::20c:29ff:fedb:d6e3 DHCPvE  Reply XID: Oxad993c IAA: fd0O:bObO:bebe::f8ca:5391:b4b0:5ec2 CID: 000100011550b198000c294
9 fe80::20c:29ff:fedb:d6e3 ff02::16 ICMPv6  Multicast Listener Report Message v2
10 fe80::20c:29ff:fedb:d6e3 ff02::16 ICMPv6  Multicast Listener Report Message v2
11 537 ffo2::1:ffbo:Sec2 ICMPv6  Neighbor Solicitation for fd0O:bObO:bebe::f8ca:5391:b4b0:Sec2
12 fe80::a:46 fe80::20c:29ff:fedb:d6e3 ICMPv6  Neighbor Solicitation for fe80::20c:29ff:fedb:d6e3 from 00:0c:29:7c:39:92
13 fe80::20c:29ff:fedb:d6e3 fe80::a:46 ICMPv6  Neighbor Advertisement fe80::20c:29ff:fedb:d6e3 (sol)
14 fe80::20c:29ff:fedb:d6e3 ff02::16 ICMPv6  Multicast Listener Report Message v2
15 fe80::20c:29ff:fedb:d6e3 feg80::a:46 ICMPv6  Neighbor Solicitation for fe80::a:46 from 00:0c:29:4b:d6:e3
16 fe80::a:46 fe80: :20c:29ff :fedb:d6e3 ICMPVE Neighbor Advertisement fe80::a:46 (rtr, sol)
17 fdo0:bob0:bebe: : f8ca:539:2001:67c:1220:efff::b TCP 44423 > 80 [SYN] Seq=0 Win=14400 Len=0 MSS=1440 SACK_PERM=1 TSval=24641428 TSecr=0 WS=64
18 feg80::a:46 ffo2::1:ffbo:5ec2 ICMPv6  Neighbor Solicitation for fdoO:bob0:bebe::f8ca:5391:b4b0:Sec2 from 00:0c:29:7c:39:92
19 fd00:b0Ob0:bebe: : f8ca:539:feg80: :a:46 ICMPv6  Neighbor Advertisement fdoO:bobO:bebe::f8ca:5391:b4b0:5ec2 (sol, ovr) is at 00:0c:29:4b:(

20 2001:67c:1220:efff::b

fdoo

:bOb0:bebe: :f8ca:539 TCP

80 > 44423 [SYN, ACK] Seq=0 Ack=1 Win=5712 Len=0 MSS=1440 SACK_PERM=1 TSval=7772697 TSec




Autoconfiguration — IPv4

|IPv4 autoconfiguration = DHCP

Protection mechanisms on L2 devices

DHCP snooping
Blocking DHCP responses on access ports
Prevents against fake DHCP servers

Dynamic ARP protection
MAC-IP address database based on DHCP leases
Checking content of ARP packets on client access port
Prevents against ARP spoofing

Dynamic lock down

The MAC-IP database is used for inspection of client source
MAC and IP address.

Prevents against source address spoofing



Possible solutions for IPv6

SeND (RFC 3971, March 2005)

Based on cryptography CGA keys
Requires PKI infrastructure

Can not work with

Manually configured, EUl 64 and Privacy Extension
addresses

RA-Guard (RFC 6105, February 2011)

Dropping fake RA messages on access port (RA
Snooping)
Cooperation with SeND (send proxy) — learning mode

SAVI (draft-ietf-savi-*, divided into more
drafts)



Possible solutions for IPv6

No support in devices
Only few vendors support some of that features

You probably will have to replace all access
switches

There is a easy way how to bypass such

protection

CVE-2011-2395 (http://seclists.org/fulldisclosure/2011/
May/446)

Using extension headers

ICMPv6/ND Packet fragmentation



Ar det farlig att kora igdng
v6 pa foretaget?

Nej!

Se till att datorerna ar nedlasta sa inte
“dumma” saker kan installeras och
aktiveras

Inaktivera ISATAP, Teredo och 6to4

Ni har inte DAI aktiverat idag och MIM med
IPv6 ar svarare, for v4 finns det fina
hjalpmedel

802.1X forhindrar okanda saker natet



Ar inte Teredo, 6to4 mm.
farliga????

NEJ!



BYOD — bade v4 och v6

Med BYOD kan vi inte designa nat pa
traditionellt satt - bygg de naten som
bredbandsnat

Isolera konferensrum med vlan/brandvagg
802.1X pad det tradade
Force forward



Bredbandsnat

Force Forward, ett vlan/kund — Isolering
mm.

6RD!!!



= =000

Andra problem
» Kloningsprogram
DHCPv6 — DUID

Ett problem som jag stott pd ndgra gdnger &r att ndr man aktiverar DHCPv6 s& uppstdr det adresskonflikter
for v6-adresserna.

Problemet har alltid varit klonade Windowsburkar dar DHCP Unique IDentifier varit samma fér datorerna
som klonats ur samma batch.

Ett sdtt att I6sa det ar att ta bort registernyckeln fér DUID med kommandot

reg delete HKIM\SYSTEM\CurrentControlSet\Services\Tcpipé\Parameters /£ /v Dhcpv&DUID

och starta om datorn.
Detta &r en temporér |6sning och kloningsprogrammet ska sd klart fixa det hér default.

Lds mer om DHCPv6 p& RFC 3315 och IPvé6friday
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e

Nja

Gron Ok
Rod Nej

Bla

Vad fattas?

interlan




Microsoft ar gron men....

Hur ar det med Lync, TMG...

Installerar man DA enligt skolboken sparrar
man v6 helt...

( Och Office 365... )



e

Nja

Gron Ok
Rod  Nej

Bla

Vad fattas?

interlan



Operatorer

Stora som sma

“Oppna” nit med
kommunikationsoperatorer
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Hur mycket IPv6 tal en julbock?

Andra sasongen
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Hur mycket IPv6 tal en julbock?

Andra sasongen
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Hur mycket IPv6 tal en julbock?

Andra sasongen
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IPv6

Native IPv6 0.5%!!! ( 2010 0.1% )

52% kunde nad ipv6.jpg med native, 6to4
eller Teredo ( 2010 26% )

Av total IPv6
74% Teredo
25% 6to4
1% Native



Validering av DNSSEC?

<img src="pic.try2readme.se/dnssec.jpg" width=0 height=0 />

2010 44%

2011 72%!!



€

® O O / ) DNSSEC and IPv6

c

() www.dnssecandipv6.se

w @ C

DNSSEC and IPv6

Home

-

DNSSEC and IPv6

This website is a collection page of my geeksites with information about IPv6 and DNSSEC
usage in Swedish municipalities and authorities

Sites about DNSSEC and IPv6, updated daily and everyone except tldwithdnssec now have
graphs.

IPv6

IPvbakuten — Swedish onlv

Municipalities with IPv6

Authorities with IPv6
Swedish registrars and IPv6

County council and IPv6

Swedish banks and IPv6

Is vour domain IPv6-readv?

Are vou ready for IPv6?
Swedish OMX130 and IPv6
www.ipv6.tk. test if vou have IPv6

DNSSEC and DNS health

Municipalities with DNSSEC
Swedish banks and DNSSEC
Swedish registrars and DNSSEC
County council with DNSSEC
Authorities with DNSSEC

TLD with DNSSEC

Search

Search

Pages

Bredbandsforum
Digitaliseringsridet

My CV ( Swedish Only)

Open Source Firewall with IPv6
Support

Vinter

World IPv6 day

Recent Posts

DNSSECand IPv6
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© O O /I 1esta din IPvs.

& C  (© test-ipv6.se w % © &

J Testa IPv6 | I FAQ ‘ | Global lansering av IPv6 | | Lokala klockslag ] l Spegelsidor

Testa din IPv6-anslutning

J Summering } | Tester korda | | Teknisk information | | Dela resultat / Kontakt |

@ Din publika IPv4-adress ser ut att vara 192.71.21.2

@ Din publika IPv6 adress ser ut att vara 2001:67¢:2448:15:5¢d1:3184:47de:ab0a

@ Dagen for global lansering av IPv6 ar 6 Juni, 2012. Goda nyheter! Din nuvarande webblésare pa denna dator och pa denna plats forvantas
fortsatta fungera efter lanseringen. [mer information]

@ Gratulerar! Det ser ut som du har fungerande IPv4 och IPv6. Om en webbsida publiceras med IPv6 kommer du kunna na den éver IPv6. Din
webblasare foredrar IPv6 framfor IPv4 (detta ar det férvantade resultatet).

@ Din DNS (férmodligen hos din Internetleverantér) ser ut att ha IPv6-anslutning.

1 O /1 0 for IPv4 stabilitet och beredskap, om bade IPv4 och IPv6 anvands for publicering

1 O /1 O for IPv6 stabilitet och beredskap, om bara IPv6 anvénds fér publicering

Klicka for att se testresultat

Need something simpler? htip//omgipv6day.com Spread the word!

Zopyngnt (C) 2010, 2012 Jason Fesler. All nghts reserved 692

Mirrors | Mission | Source | Emall - - Attributions | Debug
test-pv6.com. Askier uttryckta har kanske Inte Overensstammer med agaren av denna sidan
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Summering — problem
DNSSEC - IPv6

Konsulter
Strutsar
Operatorer
“Oppna” nat
Outsoursing
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